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Today’s 
Focus

How can Generative AI help in 
everyday life?

Responsible Use of AI: Privacy 
& Security Concerns

How are AI agents and Digital 
Humans changing human–AI 
interaction?



What is 
Generative AI?



Everyday Uses of Generative AI

• Generative AI can help with:
• Writing or improving emails 
• Summarising long articles 
• Explaining complex topics 

in plain English 
• Planning travel or activities 
• Supporting hobbies and 

creative writing 
• Translating or simplifying 

text 
• Solving basic technology 

problems



Example: A 
Better 

Prompt



Practical 
Benefits



What Can 
Go Wrong?



Cyber Security: The CIA Triad
The three things every security measure protects

C
Confidentiality

Only the right people see your data —
passwords, bank, health

I
Integrity

Data isn't tampered with — contracts, records, 
your image

A
Availability

Systems work when needed — MyGov, banking, 
hospital records

⚠ Why this matters today

Generative AI threatens all three at once:  leaks data (C)  ·  fakes face (I)  ·  powers ransomware (A)



Privacy Risks of Generative AI
Four ways your data can leak when you chat with AI

🔒 Your data trains the AI

Free chats can be used to train future models. What you 
paste may live in tomorrow's AI.

👤 "Anonymous" isn't anonymous

AI can re-identify people from small clues — suburb, job 
title, dates.

♾ Persistence

Once data is baked into a model, you can't take it back. No 
undo button.

🌐 Crossing borders

Your data may sit in the US, EU or beyond — under 
different privacy laws.

✓ Privacy Act 1988 gives you the right to know, access, correct and delete — but enforcing it across borders is hard.



When It Goes Wrong: Real Stories
This isn't theoretical — three real numbers from the last two years

$25M
HONG KONG, 2024

Finance worker paid out after a video call where every 
"colleague" — including the CFO — was an AI deepfake.

3 sec
VOICE-CLONE THRESHOLD

All the audio a scammer needs to clone your voice — a 
TikTok story, a voicemail greeting.

$34M
AUSTRALIAN LOSSES, 2023

Lost to romance and investment scams powered by AI-
generated faces and chatbots.

When it goes wrong, the damage lands in three places:

💸 Financial loss

Avg AU loss: $3,000+ per victim

🪪 Identity theft

Recovery 6–12 months — credit, tax, MyGov

💔 Reputation

Deepfake images, harassment — hardest to 
repair



Stay Safe in Australia
Two tracks: who to call, and what to change today

🆘 WHERE TO GET HELP

OAIC

oaic.gov.au — privacy complaints

Scamwatch

scamwatch.gov.au — report scams (ACCC)

eSafety Commissioner

Deepfakes, image abuse, online harm

Privacy Act 1988

Covers your data — even when fed to AI

⚙ DO THIS TODAY

ChatGPT

Settings → Data Controls → off "Improve the model"

Google Gemini

myactivity.google.com → pause activity

Microsoft Copilot

Use "Work" mode for anything sensitive

Everywhere

2FA + "Temporary Chat" for personal questions

🔑 Golden rule: if it asks for ID, money or urgency — verify by phoning a number YOU find.



PAUSE — Before You Hit Send
If you remember nothing else, remember this one word

P Personal info?
Remove names, addresses, IDs, health details

A Accurate?
Verify the answer with a trusted source

U Use case?
Is an AI the right tool — or do I need a person?

S Source?
Who built this AI — and where does my data go?

E Evidence?
Would I confidently cite this in public?

If you can answer all five → send.   Otherwise → pause.



From AI 
Tools to AI 

Agents



Human–AI 
Collaboration



Human–AI 
Collaboration



Use Cases 
of Digital 
Humans



Discussion Question

Where would you feel 
comfortable using AI?

Where would you still want a 
human involved?


