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Today’s
Focus

How can Generative Al help in
everyday life?

Responsible Use of Al: Privacy
& Security Concerns

How are Al agents and Digital
Humans changing human-Al
Interaction?




Training data (the world's knowledge)

Text & books ’ E Images ’ E Code 1 L Audio } L Video & more
learns patterns
Generative Al model
Learns statistical patterns, then samples from them
‘ generates new content
o Output types
W h at I S Text Images Code Audio Video
Chat, articles Art, photos Programs, scripts Music, voices Clips, films

Generative Al?

Key model architectures

LLMs Diffusion models GANs VAEs
GPT, Claude, Gemini DALL:E, Stable Diffusion Generator vs discriminato Encode & decode latent

What makes it "generative"?

L Discriminative Al: classifies existing data W ( Generative Al: creates brand new content j




I Everyday Uses of Generative Al

* Generative Al can help with:
* Writing or improving emails
* Summarising long articles

' &  Explaining complex topics
I L in plain English
Al Tools =,

11 of the Best

* Planning travel or activities

e Supporting hobbies and
creative writing

for TeGChers ‘ « Translating or simplifying

Dy 8"

* Solving basic technology
problems




Example: A
Better

Prompt

6 principles of effective prompting

s B < AT o
1. Be specific o . Write a 3-day solo itinerary
Detail bea?cs vague Write about travel — for Kyoto on a $100/day budget"
J
N ~ T :
. Explain ML to a 12-year-old
2. Give context “Explain machine learning” |_ 'fh S ol Y d"
Who, why, audience with no math backgroun
N / N
™~ Ve " 5 5 5
; Summarise in 3 bullet points,
3. Specify format "Summarise this article" | each under 20 worc?s"
Length, structure, style
4 " 3 5
4. Assian a role o _ . Act as a sceptical VC investor
P sghapes — Review my business plan® and critique my business plan"
5. Give examples "Write a product description "Here are 2 examples of my style:
Show, don't just tell in my brand voice" — [ex1] [ex2] — now write one"
' J
s N (T w ;
: Make it shorter / more formal /
6. Iterate & refine LA — add a call to action”
Treat it as a dialogue )
N

Prompt anatomy — include as many layers as the task needs

Role ’ { Task J ( Context ’ { Format J ‘ Examples ’ { Constraints

Example: "Act as a UX writer [role]. Write 3 onboarding email subject lines [task]
for a budgeting app targeting millennials [context], max 8 words each [format + constraint]."




Practical

Benefits

Practical benefits of generative Al

/ R \ / . \
Speed up repetitive work Accelerate learning
Drafts, summaries, reports in seconds Explains complex topics at your level.
not hours. First draft is instant. On-demand tutor for any subject.
" J
/ g . \ / \
Enhance writing quality Code faster
Edit, rewrite, fix grammar, adapt tone. Generate, debug, explain code.
Anyone can write clearly now. Non-coders can build simple tools.
" J J
/ . \ . . \
Research & analysis Unlock creativity
Synthesise long documents quickly. Brainstorm ideas, generate concepts,
Ask questions about your own files. overcome creative blocks.
\ / /
. \ / . .
Personalise at scale Better decision support
Tailor content for each customer, Summarise options, pros/cons, data.
user, or audience segment. Think through problems together.
\_ o J

Who benefits most

[

Students, creators

Individuals J { Small biz J (Knowledgeworkers} ( Developers }

No big teams needed

Writers, analysts

10x productivity gains

Real-world impact (reported across studies)

~40% faster ~55% faster
on writing tasks coding with Al assist

Lower skill floor
non-experts produce expert work




What Can

Go Wrong?

What can go wrong with generative Al

‘ 1 ] ‘ Gives incorrect information (hallucination) ’

Al invents facts, citations, names or statistics that sound real but are
completely fabricated. Known as "hallucination." Happens with any model.

[ Watch for: specific stats, citations, legal facts ] [ Protect yourself: verify with primary sources
( Sounds confident even when wrong

)

Al has no internal alarm bell for uncertainty. It writes wrong answers in the
same assured tone as correct ones. Confidence # correctness.

Produces outdated or misleading answers

?

Models have a training cutoff date. Laws, prices, events, and science
after that date are unknown — but Al may still answer as if they are.

[ Watch for: high-stakes decisions, medical, legal } [ Protect yourself: ask Al to show its reasoning ]

Watch for: current events, prices, regulations ] [Protect yourself: check date of knowledge cutoff

3
‘ 4

Gender, race, culture, and viewpoint biases can appear in outputs.

J ( Reflects bias in training data

Al learns from human-written content — which contains human biases. J

Watch for: stereotypes, skewed perspectives ] [ Protect yourself: seek diverse viewpoints

‘ 5 H Fake images, voices & videos ’ ‘ 6 H Misused by scammers ‘

[ Verify media; look for unnatural edges J ‘ Confirm identity via a second channel J




Cyber Security: The CIA Triad

The three things every security measure protects

Confidentiality Integrity Availability

Only the right people see your data — Data isn't tampered with — contracts, records, Systems work when needed — MyGov, banking,
passwords, bank, health your image hospital records

A Why this matters today

Generative Al threatens all three at once: leaks data (C) - fakes face (I) - powers ransomware (A)




Privacy Risks of Generative Al

Four ways your data can leak when you chat with Al

Your data trains the Al

Free chats can be used to train future models. What you
paste may live in tomorrow's Al.

"Anonymous" isn't anonymous

Al can re-identify people from small clues — suburb, job
title, dates.

Persistence

Once data is baked into a model, you can't take it back. No
undo button.

Crossing borders

Your data may sit in the US, EU or beyond — under
different privacy laws.

v/ Privacy Act 1988 gives you the right to know, access, correct and delete — but enforcing it across borders is hard.




When It Goes Wrong: Real Stories

This isn't theoretical — three real numbers from the last two years

S25M $34M

3 secC

Finance worker paid out after a video call where every
"colleague" — including the CFO — was an Al deepfake.

All the audio a scammer needs to clone your voice — a
TikTok story, a voicemail greeting.

Lost to romance and investment scams powered by Al-
generated faces and chatbots.

When it goes wrong, the damage lands in three places:

-

Financial loss

Avg AU loss: $3,000+ per victim

N 2

Identity theft

Recovery 6—12 months — credit, tax, MyGov

p
Qi Reputation

Deepfake images, harassment — hardest to
repair




Stay Safe in Australia

Two tracks: who to call, and what to change today

5 \WHERE TO GET HELP 15F DO THIS TODAY

OAIC ChatGPT
oaic.gov.au — privacy complaints Settings - Data Controls - off "Improve the model"
Scamwatch Google Gemini
scamwatch.gov.au — report scams (ACCC) myactivity.google.com - pause activity
eSafety Commissioner Microsoft Copilot
Deepfakes, image abuse, online harm

Use "Work" mode for anything sensitive

Privacy Act 1988 Everywhere

Covers your data — even when fed to Al

2FA + "Temporary Chat" for personal questions




PAUSE — Before You Hit Send

If you remember nothing else, remember this one word

Personal info?

Remove names, addresses, IDs, health details

Accurate?

Verify the answer with a trusted source

Use case?

Is an Al the right tool — or do | need a person?

Source?
Who built this Al — and where does my data go?

Evidence?
Would | confidently cite this in public?

If you can answer all five - send.

Otherwise - pause.



The evolution: from passive to autonomous

From Al

Tools to Al

Agents

4 N
Al tool Al assistant Al agent
You ask. It answers. Holds context. Converses. Plans. Acts. Loops.
One prompt, one reply. Multi-turn dialogue. Works autonomously.

N J
( M
Key difference: a tool responds to you — an agent acts on your behalf, using tools of its own
\ )
The agent loop — how it works
Goal given Plan steps Take action Observe result

User sets the task Break task down Use tools, APIs Check what happened

i —— i ——————————————————————— ]

loop until goal is reached

What Al agents can do — tools they use

[

Read & write files
Docs, data, email

Call APIs

Apps, services

Search the web
Live information

Write & run code
Execute programs

|

Real-world agent examples

Coding agent

Writes, tests, fixes code

Research agent
Searches, reads, reports

Customer service agent
Resolves issues end-to-end




Human-Al

Collaboration

Human-Al collaboration

What each side brings

a N a N
Humans excel at Al excels at
Both
Judgment & ethics . Speed & scale
Empathy & relationships best Pattern recognition
Creative vision & taste Memory & recall
Accountability & ownership Tireless consistency
Novel problem framing First-draft generation
\_ % N\ %

Three collaboration models

Human leads Co-pilot mode Al runs ahead
Al assists & drafts. Continuous back-and-forth. Human sets goal & reviews.
Human decides & signs off. Both contribute equally. Al works autonomously.

The collaboration loop

Human frames Al generates Human reviews Output improves
the goal a draft or action edits & refines U loop repeats

Golden rules of human-Al collaboration

You own the output Always verify Keep your skills sharp
Al assists, you are accountable Check facts, don't blindly trust Don't outsource your thinking




Human-Al

Collaboration

Digital Humans

Al-powered virtual beings

Existsin

» Digital / virtual environments
e AR/ VR /[ screens
® No physical form

Core technologies

® Generative Al & LLMs

¢ 3D rendering & motion capture
® Real-time facial animation

* \oice synthesis (TTS /| ASR)

e Emotion & sentiment models

Key use cases

e Virtual customer service agents

¢ Entertainment & gaming avatars
e Healthcare companions

¢ Education & training

¢ Brand ambassadors & influencers

Notable examples

o NVIDIA Omniverse Avatar
e Soul Machines, Unreal MetaHuman
e Virtual influencer Lil Miquela

G

Where
they
meet

Social Al
robots
& avatars

4

Humanoid Robots

Physical Al-driven machines

Existsin

¢ Physical world
e Factories, hospitals, homes
¢ Has body, actuators, sensors

Core technologies

e Embodied Al & reinforcement learning
e Computer vision & SLAM

® Servo motors & hydraulics

e Tactile & force sensors

¢ Real-time path planning

Key use cases

¢ Industrial & warehouse automation
e Elderly care & assistance

¢ Disaster response & rescue

e Space & hazardous environments
* Household tasks (domestic Al)

Notable examples

¢ Tesla Optimus, Boston Dynamics Atlas
¢ Agility Robotics Digit
e Figure Al, 1X Technologies NEO



Use Cases
of Digital

Humans

Use cases of digital humans

p
Customer service Healthcare & mental health
24/7 virtual agents that look and speak Patient intake, therapy companions,
naturally. Banking, telecomes, retail. elderly care and symptom checking.
o
. . . / . .
Education & training Entertainment & media
Al tutors, language coaches, corporate Virtual influencers, game characters,
onboarding. Personalised and scalable. film stand-ins and concert performers.
A /
- N
Retail & e-commerce Corporate training
Virtual shopping assistants, product Simulate difficult conversations —
demos and personalised style advice. HR scenarios, sales roleplay, compliance.
)
a I
Accessibility Brand ambassadors
Sign-language avatars, voice interfaces Always-on virtual spokespeople. No
for those with disabilities or low literacy. scandals, no scheduling conflicts.
A\

Why digital humans over chatbots or text Ul

Eye contact, expression, tone

Human presence

Trust & empathy Infinite scale
Feels less cold than a chatbot

Millions of simultaneous users

/

Notable platforms: Soul Machines, Unreal MetaHuman, NVIDIA Omniverse Avatar,
Synthesia, HeyGen — all making digital humans faster and cheaper to deploy.




Discussion Question

Where would you feel Where would you still want a
comfortable using Al? human involved?



